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<?xml e\o\ing="UTF-8"/> ^^^^ 
3l0<!ENTrrYW^mpLmgr_hr "ldag;fiaefTTecorp,com/cn=emh.ou= 
320<!ENTrrY ^/bs^empLmedical 1dap://acme(X)rp.com/cn=em.ou=policy.o=acme''> 
330<!ENTITY % unrestricted "ldaG;^cmecorp.com/cn=ur1 ,ou=policy.o=acme''> 
<!ELEMENT record (empLname:5wis£ib^ 
< ! ELEMENT empLnameisECpgl'A) > 332 
<!ATTLIST erTiplnarrig_353 ^354 3=5 
^atapoIicy:ur1''CBAfA#FIXED %unrestricted; > 
<!ELEMENT ser_nbr (#PCDATA) > 
<!ATTLIST ser_nbr 355 
_datapolicy:uri CDATA#FIXED %unrestricted; > 
<!ELEMENT date_of_hire (#PCDATA) > 
<!ATTLISTdate_of_hire - 3^ 

datapolicy.uri CDATA #FIXED %unrestricted; > 
"<! ELEMENT curr_sa!ary (#PCDATA) > 
<!ATTLIST curr_salary 3^5 
_datapolicy:uri CDATA #FIXED %empLmgr_hr; > 
"<!ELEMENT medicaLcondition (#PCDATA) > 
<!ATTLIST medical_condrtion 
datapolicy:url CDATA #FIXED %empl_medical; > 
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<? wnl vercion="1 .0" encoding s-UTF-S" ?> 405 


<!DOCTYPE record SYSTEM "ldap://acmecorp.com/cn=personnel.ou=dtd.o=acme?xnilPropert/' > 


<ennpl_name> 


402 


John Q. Smith 


</empl_name> 




<ser_nbr> 




E1 35246 


404 


</ser_nbr> — 




<date_of_hire> 




01/01/1980 


406. 


</date_of_hire> — 




<cunr_salary> 




3395^0 


406 


</curT_salary> — 




<m ed icaLcond itk) n> 




diabetic 


410 


</m edica l_co nditkm^ 
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<? wnt version="1 .0" encoding ="UTF-8'' ?> 

<»DOCTYPE record SYSTEM ''ldap://acmecorp.com/cn=personnel,ou=dtd,o=acme?xmlProperty" > 

y434 

"^ncrypt:class name=''r type="3DES'' len="168" tempkey=''MjdqcmhlQHV2LmlibS5jb20xRzB"> 
*3^^-<encrypt:key DN=''cn=managere.ou=groups,o=acme" Keyldentifier="MIIGEjCCBbygAwlBAglKFZrHywAQ" 
Ekey="QAAAAAAzANBgkqhkiG9wOBAQUFAD"/> 

,<encrypt:key DN=''cn=E1 35246.ou=users.o=acme" Keyldentrfier="CSqGSIb3DQEJARYbYm92cOBicnFQ" 
Ekey="QudGlucmFsZWlnaC5pYm0uY29tMQ''/> 

■<encrypt;keyDN="cn=hr.ou=groups,o=acme"KeyIdentifier="DlbazcOBEYbCtcnFSqG^^^ 
Ekey="sGQFIYcmWtMlnaC2u5ZudpYm9Q0u*'/> 
</encrypt:class> 



430-^ 
432 



433 



441 

440-L. 
442^1 



AAA 



"^ncrypt:class name=''2*' type="BLOWFISH" len=''128'' tempkey=''AHlAcQBuAHQAYgAuAHlAYQ"> 
•<encrypt:key DN=''cn=doctors,ou=groups.o=acme" Keyldentlfier^"QTA5MDMyMDQ0WrrZaFvvOwMDA5MDr 
Ekey=''EgYDVQQLEwdSYWxlaWdoMR"/> 

,<encrypt:key DN="cn=E1 35246,ou=users,o=acme" Keyldentifier=XSqGSlb3DQEJARYbYm9zcOBicnFQ" 
Ekey=-EwJVUzELMAkGA1 UECBMCTk"/> 
</encrypt:class> 



<empl_name> 

John Q. Smith 

</empLname> 

<ser_nbr "> 

E1 35246 

</ser_nbr> 

<date_of.hire> 

01/0l7l980 

</date_of_hire> 

<cun_salary> 

<encrypt:data class="r> 
\ 3395.00 423 

</encrypt:data> 
</cunr_salary> 
<medical_condrtion> 

<:encrypt:data class=''2''> 
424<^ diabetic ^^25 

</encrypt:data> 
</medicaI condition> 



Fig.4B 
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464- 
465- 

460- 



I <encrypt:class name="r typ^^SDES" le<(="168"> 
_ - -<encrypt:key DN="cn=managers,ou=groups,o=acme" KeyldentffieR'MllGEjCCBbygAwIBAglKFZrHywAQ" 
TEkey="QAAAAAAzANBgkqhkiG9wOBAQUFAD"/> 475 
<encrypt:key DN=''cn=E1 35246.ou=users,o=acme" Keyldentrrier=XSqGSIb3DQEJARYbYm9zcOBicnFQ" 
Ekey=''QudGlucmFsZWInaC5pYm0uY29tMQ"/> 476 

<encrypt:key DN="cn=hr.ou=groups,o=acme'' Keyldentrfier=''DIbQzcOBEYbCicnFSqGS3YJmAR9Q" 

Ekey="dpYmGmFsZWA^c50u9)QtMYlu2QuQ7> 

</encrypt:class> 472 473 



<? xml version="1 .0" encoding s^UTF-B" ?> 

<!DOCTYPE record SYSTEM "Id a p://acmecorp.com/cn= person ne I, ou=dtd,o=acme?xiTilPro pert/ > 
^463 470 471 



461 



<encrypt:class name="2" type=''BLOWFlSH" len="128"> 

<encrypt:key DN=''cn=docton5,ou=groups, 0=30016" Keyldentifle^="QTA5MDMyMDQ0^/^TZaFw0wMDA5MDr 
Ekey="EgYDVQQLEwdSYWxlaWdoMR''/> 

<encrypt:key DN="cn=E1 35246.ou=users,o=acme" Keyldentifier="CSqGSIb3DQEJARYbYm9zcOBicnFQ" 

Ekey="EwJVUzELMAkGA1 UECBMCTk"/> 

</encrvpt:class> 

<empl_name> 
John Q. Smith 
</ennpLname> 
<ser_nbr "> 
E1 35246 
</ser_nbr> 
<date_of_hire> 
01/0l7l980 
</date_of_hire> 
<curT_salary> 



462 



<encrypt:data class=T> 

Ym0uY29tMQv^ 
</encrypt: data> 



452 



</curr_salary> 
<medical co ndition> 



<encrypt:data class=*'2"> 

MxDDAKBgNVB 
</encrypt:data> 455 



</medical condrtion> 



454 



Fig.4C 
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